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Field of the invention : • \ ... ; - " 

. Hie present . invention co^ to co mmuni cations data 

management ^ . 
....of organising a ^efis inboi iofiort • - -■ 

present invention also has application to' the remote, control and .updating of* 
— ~ appticationsnisih^ 7" : 7 ; "T- 

Background of the Invention . 

Ever since the emergence of the Internet as a viable, and reliable communications 
. network, text-based communications via the Internet, namely e-mail has proliferated. 
Many communications which .would previously have been effected by facsimile or 

* telephone are inst ead now hmcli^ by e-mail. T he reaso n for such a change in~the _ /_.. 
manner of c^n^unicatipn is due to several advantageous factors. Unlike conventional r 

mail, an e-mail can be delivered to aTecipient in a matter of minutes regardless pf the ; . \. 
.recipientVlocati^^^ : A .7 

be obviated. ^ Furthermore, the co§t of s^diig e-mail, is a fraction of that of : 
: conventional mail or evmafacsiiiiile.. 

V^6us7e^^ ^Microsoft Qutl^^^ 7 ■■ '• * 

Groupwise® exist for hah^^g^e creation^; . sendiiig and reading of reiceiyed e-mails. - ; 
• : Ekch of these pickagos. creates an inbpx,on|tie recipient's .computer j where e-i^ails are , .^. r 
_ ' - ^ have . been retrieved froni the recipient's e-mafl ad^eis^on tfaeir- ^ 

•11 unre ad e-mails are brou ght to the^redpiqat's j^en^^ _;7'7_7_ 
"read the e-mails and determine the catego^ to.wlSch the information .(^tj^ed-y ffie • ^ ; 
^-5^ 77. 7 : T. 

; in their e-iriaO^ to &^4f ^Wv^v 7^ *'f^l A;v ^-'7 ■* v^'^rr 

: . With the prolific increase.in "ttie. number of e-rnail coi^unications thairecipiente..are y. . ; 
no?w receiving, :mac&gjng tke recipient's iribox to" ensure that each received e^ihail.is . . ; . 
- jirbperiyfied hashed 
sorting and filing and attempt^ have been made (see for eiamplei.US, 6,216,165) to 
•7 ad^ess'toby^^ 

7.77m^ . '77. "7." 77 

~7"7: .^^7w^ e ~ 7 , ; 7 7' -, 

* / mails. Tins" is : ;acHeyed by "^searbhing the iubject field of an ei-mail: for pr^etefn^ed " r ' . . ; 

_ ;• wortejrcre^ : _!,-..^ : 7 

7777^*¥£i^^ 777,.— 7. r . 7 5 

. 7 effect: "7.7'; 7.777i7 7'"7777. 7^77- • - -v...-; '7 7777 77777^7* 71 " : 7 : X 7777 

However, such methods are difficult to. set up. and . mamtain "*pla^g-;i^8^cant^ .^V7 77--„-_7 
: 1 -IS^dm on* h^l^^y«JTf^^y 9 iters' tend to seiiip such methods m&iUy^ --r-i - 

m^tairi them due to this burden: any case, sud 

oniybe partially successful because. e-maUs. from new senders regarding new subjects • 
7"*" :br in a f free:text' fonnarcannpt^b^ definition; be hmdledby such systems: - ~y. ;;7" >! 77 " "7 7"^.' 



Another problem with existing manual and automated methods is that old e-mails (i.e. 
those outdated by similar e-mails with newer content) persist and require deletion. 
The problems caused by such e-mails is particularly evident in the case where there 
are a stream of e-mail messages transmitted to a recipient regarding a constantly 
changing parameter, such as a stock market quote. Here the recipient's inbox can 
quickly become clogged with e-mails to be read as well as outdated information. 

Some of these problems amongst others have been considered in International Patent 
Application WO 01/76264A and this has lead to the creation of a cratralised web ^mail_ 
Menace where the~we1^^ an XML message. This" solution 

is complex and relies on a central organising server to arrange data destined for a 
recipient Also, this solution requires a person wishing to participate to register with 
the central server and to send messages using Internet-based communications. The use 
of web communications means that messages are susceptible to screening and 
blocking by firewalls. This is because the content of such Internet communications 
can be analysed and if found to be prohibited, can be filtered preventing the user 
" receiving the message. Furthermore, this prior art System implements a pull model 
where information has to be pulled from a.web site. This is not ideal in that it makes 
the recipient "have to implement more procedures (such as the setting up of an alert 
channel) to get the data than in a push model; 

It is desired to overcome or at least substantially reduce the above-described problems 
by the provision of an improved method of handling received e-mails. 

Summary of the Present Invention 

According to one aspect of the present invention, there is provided a method of filing 
a received e-mail message, the method comprising: reading a text-based data structure 
within the received e-mail message; comparing the data structure to a plurality of pre-, 
stored e-mail data structures; and storing the received e-mail message in a folder to 
w^j^.titxe.data structure c orr esponds. _ 

The e-mail is therefore categorised by way of its data structure and is filed truly 
automatically without requiring any registration or predetermined configuration of the 
sender's machine. This advantageously keeps inbox clutter to a minimum with there 
being no requirement for the recipient to configure or arrange his machine to accept 
these new types of e-mails. 

The use of a text-based data structure within an e-mail, means that there are no 
problems with firewalls as the text within an e-mail does not get parsed for 
determining whether to. block a received communication.. In this, way the present 
invention does not suffer from the problems described in relation to web-based 
communications. 

The present invention enables data to go straight into a recipients inbox which 
advantageously operates as a push model rather than a pull model. In this way the 
recipient does not have to set up of carry out any special procedures to view the data.. 

The present invention, using an e-mail message: 

a) allows structured data to be communicated via e-mail whilst retaining its 
structured form and to be viewed by the recipient in its structured form. 
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- L b) creates fbldera^ -^ecifically desigaed'-to hold a particular data ^trucfufe without any 
intervention by the redpieht. ' 
c) /files similarly structured messages automatically and allow full sorting / searching 
■ capability on ^ " 
• . d) allows multiple; records- i.e. a multiple row dataset - to.be packed up and sent in 
... .one. standard e-mail message and.be reconstructed into individual records by the 
recipient's computer. - - - • . . - 

e) allows ;data of a changing nature* to be sent, via e-mail with the recipient always 
~ . seeing the latest view only. ! : 7" T ' - 

f) allows structured diata contained within e-mails to be automatically written to a 
'database file ^ external to the e-mail application. . 

The present ihventiori has the following specific advantages/features: 
a) Structured data can be sent and replied to via e-mail - codified within the message 
itself, without the need for attachments / external programs (e,g. spreadsheets) to 

' ' J ** " problems 5 no " virus . risk* and no actioil required by ' user (e.g. .; opening the 
• attachment). - ' : / r . " I 

. . - N ew -date slrucltoesx created 

-~_ ~[ T 7 ~/ - md^-inail^ffled"ffi^ fifihg of ffl 

creating bufleito-bo . 
.-L c)«. Simi^ 

f ~" ^ ~* into one vie^ ahcf^^ly sbri^fe^ra as" 
.attachments to" e-mail had to W combined T>y tbe recipient iiito one file to allow 
data sorting|cr6ss allxecords. " 

- - ; - same recipient wit^ just one ^ standard e-mail^message yrattrnp attachments. Thid 
V.; .: ' * 1 : saves in-box clutter andr^uces ^ Once received the . 
: «- - - singie-erinaii^ew 

%—-otl^ — =77 •: — ** 

; e) The recipient 4pes^notn^ 
^ : sendOT;- ; U 

• pontrol over the m^sajges as d^Tbyqd at the recipient's computer and can delete 
. olit of date record remotely, ^ 

f) No new data viewer or parsing application is needed by the recipient, and records 
. received are autQmaticaUy -accessM in the recipient's 

. environment, ^thereby! aillowm tq communicate w^ 

; opening oip m 

: and only text iitf oimation is being ttansferfed: r : , 2Z " ' . 

- Further advantages of Hie different aspects of the present invention are described later. 

In s umm ary, different aspects ' of the present indention described in the specific 
description address ay east the following s^ven problems experienced by ?-m^ uscts 
V-\ " jmor to tfc • - " ' V *- :: - : 

1* e-mail. often arrives in a "free text 5 - format, and as such similar e-mails (i.e. those 

- . <^ntaining similar... da^^^ are. ..Dpi co-minted wititiout 
■- ■ cut/paste effort on depart of the recipient; - ■': • 



2. messages are not filed on receipt without setting up pre-defined in-box rules; 

3. old e-mails (i.e. those outdated by similar e-mails with newer content) persist and 
require deletion; 

4. groups of data contributors (referred to as consortia) have no "enforcer" of a data 
structure when sending data the same recipients) by e-mail in supposedly the 
same format. This allows errors in data structure on the part of one or more 
senders to jeopardise the combined recordset the receiver is trying to combine 

from the inultiplele-mails; 

5. requests for information sent to multiple recipients asking for feedback in a pre- 
defined format are not automatically co-mingled upon receipt, that is the data in 
the reply e-mails are not co-mingled as returns come in without some pre- 
programming effort typically requiring an external database; 

6. creating an encrypted environment requires the sender and recipient to co-ordinate 
prior to the sending the e-mail which is not always convenient For example, the 
recipient prior to this invention would be required expressly to make their public 
key available to the sender; and 

7. cross ' referencing of information between e-mail foiders was not previously 
possible as data structures can be defined to be extensible with table database style 
table joins possible using the structured nature of the data. 

Brief Description of the Drawings - - 

Figure 1 is a schematic block diagram showing a communications system within 
which an apparatus according to a first embodiment of the present invention is 
implemented; ' 

Figure 2 is a flow diagram showing the operation of the apparatus of Figure 1 in 
implementing the first embodiment of the present invention; 

Figure 3 is a screen shot representation of an inbox generated by the apparatus of 
Figure 1; . 

Figure 4 are examples of the XML code structure of a received e-mail according to 
the first embodiment; 

Figure 5 is a schematic block diagram showing the way in which the apparatus of the 
present invention interacts with senders and other applications within the recipient's 
computer; 

Figure 6 is a schematic block diagram showing a communications system within 
which an apparatus according to a second embodiment of the present invention is 
implemented; 

Figure 7 is a schematic block diagram showing the Schema manager of Figure 6 in 
greater detail; 

Figure 8 is a flow diagram showing the operation of the Schema manager of Figure 6 
in implementing the second embodiment of the present invention; 



_ .„ , . . .figure 9 isr'a^pw diagram showing rfh.6 operation of Hie .whole apparatus of Figure 6 - - — - - 
• irimplementm^ 

Fi^elOisacontiniaati . v ^ • 

Figure if is. a scared shot representation of a 

. . /y;tiie..nonnal ijQewjtna^lwmdo input of data generated by the apparatus, of Figure^. 

- : . 6; . ' • ; ■ _ . - 

.- Figure 12 is- a screen shot : representation of a series of drop down boxes used for : 

defining a unique key that is a combination of the fields of the schema, the sender's e- 
mail address, read receipt recipient and the subject / schema title for example; 

Figure 13 is a. screen shot representation of a field chooser type view option box 
which can be used select columns that the sender has sent which the recipient is 
^t^ r &sted^i \Viewingj : : v , ';;;„_.■. ",. . 

Figure 14 is a sct shoi: r^resentation of a spreadsheet plug-in used to generate new : 
e-mahs directly from the spreadsheet that fit the schema: req^ein^ts; ' - -; : : 

"7- ^* ~ showing titie Afferent Actional • 

comppnents. of the ^bodimimt of 1he present invention. 

Referring to Figure 1 ia system embodying the present invention is shown. Figure 2 .*■'•'"' 
shbws a flow chart of thb steps takeii in the breatibii; sending and filing of a. structured . : 
v - ' e-m^ . - ' : \ ""■\V:^v*-.^ : ; " ' ;,//";' 

The apparatus embodied in a software appUcatio^ 
" " * ; wiite- : 7 sSid r and >ecHye^XML : Hessages 7 passod ' oyer e-m ail "which," o n receipt, • ; _ 

:_ .^^^gjcaily <io"n^tructs a view pntolhe data at . the recipient's computer* TKif view . 

: aUows the;<^ht^ 

■ fey the sead^ri r^Sier tiiSan the traditional pit^de of sorting by :; s^y. Sender* ; : . 

Subject/T^ etc/ The application does -this T>y sending, both the; XML . / : \ - 

sdheoia* describing the data and the associated data fitting the schemaE; structure in a : 
' ^ggbd v. r - m . 

Using this concept, multiple send^ can send information in identical data structures * ;> 
,to one reripitotjaqd tWs content isjautomatica^ co-rruh^.ed. for the recipient as if it 

77 bbnce^tis ^uh^ced^forther as a single recipient may of course receive .varying • ' ♦ 
data stracto senders. As such the appli.cation automatically creates a . 

, folder containing for each distinct XML schema / recordset Incoming messages are 
tfi^ffl - - - - 

> if _£he dat a stmcture is recognised from, an earlier message, the e-mails are filed 

~\ ^-tdfee&er^ :il ^r* " r ' 



> if not a new folder is set up and the new data structure and associated data filed 
accordingly 

This solves the need for the recipient to file incoming messages and helps de-clutter 
the recipients inbox. As s imil arly structured content is delivered to the user over time, 
a database key system is definable by the sender to specify that new e-mails replace 
old e-mails (again filed in the correct older) to ensure that e-mail content is up to date 
and old e-mails are deleted automatically without recipient intervention. As such, a 
delete and insert operation effects an update operation on the data. _ In this, way the. 
sender can control the view (both structure and timely content) that the recipient has 
on data the sender wishes to send. 

The application therefore leverages the ease of e-mail and combines with database 
style functionality without any database knowledge required on the part of the 
recipient 

A consequence of this data structure technique is that multiple folders will appear on 
the recipients machine as varying schema are sent over time. 

Receiving a_structured e-mail . . 

As described above, a user receiving a structured e-mail will have the data content 
automatically filed based on whether the schema definition matches a structure 
received in a prior message (see Figure 2). On clicking on the appropriate folder, 
contents of any data within that schema are shown. The screen-shot set out in Figure 
3 highlights a folder called "Trading Axes" (a bond markets term to highlight special 
offers) with 8 fields of data. The folder shown in Figure 3 was created by the sender 
not the receiver. The sent message took the format shown in Figure 4. 

Applications 

Applications of the different aspects of the present invention as listed under the 
.tettering-used above-are: — 

a) The Steelhead Application turns standard e-mail messaging into a connectivity 
system for structured data communication. As such the following structured data 
applications could evolve in areas that are enhanced by structured information (not 
exclusive list): 

• Pricing (e.g.: Bond Prices, Stock Prices, Commodities, Other Financial 
Instruments, Catalogues, Gambling odds, Products and Service Prices and 
Offers) 

• Listings (e.g.: Property, Entertainment, Classifieds, Timetables, Directories) 

• ' News (e.g.: Business News'," Weather and Sports Information, Surveys, 

Research, Reference) 

• EDI functions (e.g.; Requests for Proposals (RFP), Bids, Inventory, Orders, 
Invoices, Transactions) 

• Management information (e.g.: Budgets, Project updates, Client and sales 
information, Policies, Surveys, Market Research) 

• Group Communication (e.g. creating distributed bulletin board like folders 
around certain topics) 

b) Same as a) 

c) Same as a) 



d) -Same as a) and especially ! for bulk data reqxiir^enfs- that are likely to -be ^^oimd in - 
Pricing and Listings .applications where there is Information on hiuidreds or 
thousands of records to be delivered to the recipient 

e) . Same as a) and d) and especially for frequently changing data requirements that 

are likely to be found in Pricing applications particularly in Financial tnarkets and 
- - ; News appHcalidns where the same * record* has fields that " change regularly so 
require modification rather than additional data addition. 

~f) — Samg^~a)~^d^sp^^^ 

the data sent - for instance RPP data will result in a call to an * automated Bid 
; engine or invoice data will be automatically pickM 'up" and entered into an 
accounting system. 

Methodology 

a) The Steelhead Application allows structured data to be sent via e-mail whilst 
~ " 7 " fe&m mg ~its " ^ti^tufici'" f6rm ^tfirougir^iEe creation /"and* ferogniHon of 
"Structured E-mails": This is performed as follows: 

l)~S^5defTias p^of^fects W65^fipCEh?y wi sK" 'to'. con ^^cate 

format, ; typicaiUy taking the characteristics of any 2 dimensional table qr list. For 
' example the" following table of data: •■ / - 
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ii ) ' A component (either in senders ^ni^,_sj^eadshe^pr some ^o.1|^ appli^tion) 
formats, and may encode, the structured dat a set as a text string that can be 
contained in the e-ma3l"message. : ~ ~~ . ... 



Pseudo codification: 



Schema name = "Gridder" 



Data Structure: 

4 fields . ^ 

l^Tield named "A" 
2 nd Field named "B~" 



3? Field named "C' 
4 th Field named "D' 



l^Field data type = "text" 
2 nd Field data type =."text" 
3^ Field data type = .-"text" • 
4 th Field data type = "numeric" 



Record 

Field "A" = "R" 
• Field '13" = "0" 



Field K C" = V 
Field «D" = "1" 



Record 2: 

Field "A" = "R" 
Field "B" = "0" 
Field "C" = "W" 

Field <C D" = "2" 

...etc" " " 

iii) E-mail routing information is added so that the message behaves and is treated 
as a standard .e-mail, and the e-mail is sent via standard e-mail paths. 

iv) A component at the recipient's end recognises the e-mail as a Structured E- 
mail and unwraps and restores the structured format of the data from within the E- 
mail. The view onto the data for the recipient is similar to the traditional "inbox", 
except that it will contain the original tabular structure that the sender commenced 
with. No additional viewer is therefore needed. Example view for recipient: 
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b) Folders are created by the Application on the recipient's PC using the 
following methodology: 

i. E-mail is detected by component installed on recipients computer as a 
— SlTuctured-E^tnail-by scanning the text-string to ensure it adheres- to -the 

Application's requirements of a schema ID, data structure definition and 
data. 

ii. The Schema name is read. In the following example = "Gridder" 



Schema name =Gridder 
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Pseudo codification: 

Schema name = "Gridder" 

Data Structure: 
4 fields 

1 st Field named "A" 
2 nd Field named "B" 
etc 



iii. If a folder with the Schema name is present the e-mail is filed within that 
. folder. In this example if a folder with Schema name Gridder was present, 

the e-mail would be filed ^thin that folder. 

iv. -If no folder exists for the specific Schema Name then a new folder will .be 
created in preparation to .hold- the data: - In this example the folder will be 
nam ed "Gridder" ^ _ . :_ 

v^E~all cases the toller is now viewable on the recipient'iTFC as part of "the 
recipient's folder tree view: : ■ : : 

LInbox 
LSent Items 
[^existing folder 1 
(^existing folder 2 

^Gridder. . - 

All new messages arriving at the , recipient, regardless of sender, that are 
Structured E-mails and that have the same schema, are automatically filed in. the 
same-i^que-fcldCT-on-fo^ -In ^he-above -example all ^-Straetured-E- - 

mails rfiom any sSSSSS wtETa'ScTiana. ifmneXSiddCT "wbtild Me filed in 'the" Gridder 
folder. The key non-obvious methodology advance is different senders can all 
automatically-file their messages into Jhe.s^e i^ que folder; on. ifegJ^^g^ ts ; 

Now that indiVidlial folders for different data structures iiSVe been created, this 
allows similarly structured data to be grouped together. The key non-obvious 
methodology advancejhere is that each record ot ddp. becomes a ndw row in the 
-users folder even thought only-one original, message was sent. • 

- Therefprejrcontiniu^ the user-clicks pn 1he-"Gridder" 
-folde^to~\4ew4ts : Gontent~they-see:~— — — -~ : . ■ : ' - — '—^ — 
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This vieW is cpnstructedieyen though only one original e-mail. was sent A user is 
uin^ware ' ihkt "tke dat a, catoe in one : e-mail message not twd as the record s; in the 
data are now felly independent. As such a user, c^jthen sort data pn ^ny data itein 
(1 st click ascends, 2 nd click reverses i.e.' descends). In this example a user clicking 
oh the fourth field *T)" cotild'view data as : t J /*" ~ % \ 7 ■■■ : ; / 



(ascending sort on field *T>") 
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e) The recipient does not need to clean up their folders as whilst new data is inserted 
as described above, the sender can also delete and update previously sent data. 
This methodology for this works as follows: 

i^-Tle-sender-can-add additional attributes to their-message to allow previously - 

sent e-mails to be deleted or updated similar to the "DELETE" and 
'UPDATE" operations in normal SQL 

ii. To update, the sender configures the e-mail appropriately through some GUI 
and then specifies which fields form the matching criteria. E.g. a user may 
specify that "Field C" and "Field D" are relevant in this matching criteria 
and therefore if any of the records sent with this 2 nd updating message 
contain-information in "Field C" and 'Tield D" that matches any records in 
the recipients inbox from the same sender, then the previous records will be 
deleted and the next content inserted. This is equivalent to a database SQL 
command of UPDATE WHERE "Field G" In ([list of field C values sent in 
this message], . . .) AND Field D In(.. etc) 

iii. To delete, the sender configures a message appropriately and similar logic is 
applied. This is equivalent to SQL-style tf DELETE. .WHERE" operation on 
the recipients folder. 

Pseudo codification for an update: 

Schema name = Gridder 
Record 1: 

FieldA = "G" 
" " FieldB = "H" 

Field C '« "W" 

Field D-"l" 



Record 2: 

Field A = "I" 
Field B = "J" 
Field C = "W" 
Field D = "3 

Field match:. Field C, Field D 

Example: 

Therefore if the users inbox previously looked like this: 



Schema name=Gridder 
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Normally fte new- e-mail would-be-filed as 2 new-rows to generate a -4 - 
row inbox looldng like: 



Schema name=Gridder . 
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However as the Fieid match criteria were set to "Field C" and "Field 
D", then if any records match either "W,l" or "W,3" in fields Field C 
and Field D . respectively, then the previous records would be deleted, 
and the. new records inserted, in effect an update. That is, the new 
inbox would look like: „ . 



— Sehemarname=Gridder- 
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To explain this, /-"the 1 st record in the update message (G,H,W,1) 
matched the original .lfrecord in.the recipients inbox (R,0,W,1). tfoe. 
iast 2 fields (Field C and Field D) - therefore R,Q,W,1 was deleted and 
rc^^lLw^i^CTted-. The 2^ ^ 

did ' iibt ii^t^^y^d^gmtjig the users inbox and therefore was 



appended as normal. 



iv. Similarly coding a Structured £-mail with expiry- times will also allow 
messages to self-delete after, a certain time period, thereby cleaning the 
' content of the folder automaficaUy for the redpient v - • . • 

fj., ^en the recipient's PC receives, a Stmcteired E-mail, the indiyidud data records 

if" yiew-ed mtbin &e -rerapiQat's e^inafl a|q^ation ais record tables,. and . 
• jL:' exported as CSV, Excel, XML or any other standard data. structure language 
' . ■• . into a sepatate file on the users PC outside of their e-mail , application. As the 
v raw data records are stored externally to the e-mail application^ these, can be 
: simultaneously accessed., by . other applipations; J^tibriii . the;. recipie^'5 
oigkni^ to a firewall -is* shown- in 

Figures. - . - . - 



Schema control 

This aspect of the present invention is described with reference to Figures 6 to 14 of 
the accompanying drawings. 

To control schema implies the following: 

1) schemas with errors are not set up as new folders, but returned to sender as 
bad data 

~2j~ "non cbn^rtia meters cannot send data" to~folder^they do not participate 
in 

3) secure transmission of information 

4) consortia members cannot read each others content (unless desired!) 

5) data hacked on internet cannot be read 

6) schema structure updates are managed seamlessly across large numbers of 
users 

7) sophisticated structures (dynamic links between folders) can be created 
e.g. Bond.Hub axes linked by ticker to Bond.Hub research (Bdnd.Hub is 
an existing industry consortia set up between 8 dealers (ML, CSFB, GS, 
JPM, Lehman, MSDW, SSB, UBS). All dealers have integrated their 
websites (including single logon and password) with a view to providing a 
single website that combines their research articles and also their trading 
axes. Axes are typically like "today's special offers" where a dealer wants 
to promote a certain bond because they feel it is worth trading and they are 
offering a good price. Because all dealers are promoting their best prices, 
clients want commingled lists of bonds across all dealers.) 

Although a product allowing the service to be used without a schema manager is 
possible, the following do wnsides are likely: m . . _ ... 

1) errors can occur (resulting in multiple folders even though data should be 
commingled) 

2) non-consortia members (those without the official schema number and an 
encryption key) can participate in these folders if they know the basic data 
structure 

3) data transmission is not encrypted 

4) folder chaos 

How a schema manager service of the present invention works: 
The following process mitigates the disadvantages described above. 

1) The schema manager runs a web tool to allow easy management and 
registration of schema 

2) Consortia log-on to register & edit schemas across multiple end users 

3) Process eliminates need to upload client lists to central schema manager 

The schema manager web tool provides: 



1) aiiqffi^ ; 

2) a public key foir encryption of e-mails (one key per sender) 

3) a private' key for ' decr^ptibn of : e-mails (sent on request by the schema 
manager toeachrecipienf the first" time a new sender sends a new.scherha) 

4) * a control report of which user is received which content 



^endirig-a-new-schema — 1 : — — 

Process Flow- . 

1) Different senders encrypt their own content using their public keys received from 
the schema manager 

2) The first time the recipient receives this specific schema (via an unencrypted 
Schema ID) from a specific sender,, the component automatically contacts the schema 

:. manager for. 1he.^ 

3) Subsequent messages in this schema from this sender are decrypted automatically 

ZQuaUtySCa^ , ^ _ — -.-A.- . 

Proems Flow '.' v 1 l ' . . 

' 1), E-mails are sent in the agreed format _ : J. 



2) For registered schema -component logic differs to free version: any deviations from 
schema (eig. errors)- are not filed under a. new folder, but instead returned. to sender 

* with a message describing error (i.e. which part of message did not match) - : --/■-•■ . 

Updating Folder Structures 

:.feocess.jFlow^- r - : t ^J~ r . — ^ - — - ; - — -~— - 7 — 

: \yj ^s^^^.v^3Mi^ on Schema Manag e r web site , new ID is created for schema 

, 2) Thfe first j&nie .the xecipient fisceiVes.: this neW g&^a.ID (as yet unrecognised) the 
component automatically contacts th6: schema manage for tibie private (decryption key 
to decode; fuU message ; ' 

3) On receipt of the key,: &e component is told that in this case a folder update, not 
new folder is requked: Compp^ 

-The— $ 

• : ._- l)Uweb tool^ " 
J -* e.g.: consider a price folder £nd research folder with a data link based 

.on the Ticker field present in both folders 

! ,^ \ 

* * v-" s -* ™*. n ^Research 1 (Headline, Ticker^Sector, Author) - v - 

2) e-mail component, will. then, allow certain enhanced actions (eg right 
; * cKcki^ folder" pulls up a in&Lu of "related ■ 

research Tbeadlihes (sariie Ticker) dra^ 



Functional Overview: 

This section describes the core functionality in the product as is a simplified version 
of the technical specification document used. 

1 . The XML schema and recordset is sent in the body of the e-mail 

2. The sender's component encodes the XML 

3. The reci pient' s component^ decodes the XML and[ converts the message int o a 
manipulatable recordset. 

4. The recipients component recognises distinct schema contained in the e-mail body 
and arranges each schema in a new sub-folder where each individual record 
adhering to that schema is listed as a distinct "message" that can be read 

5. Distinct schema are defined as: 

a) does not have the same subj ect title as any other message AND 

b) does not have an exactly matching data structure 

6. Looking like an e-mails in box, the normal column headings of From, Subject, 
Received date are replaced the column headings described in the schema 

(in the example shown in Figure 3, the column headings are: Ticker, Coupon, 
Maturity, Buyer/Seller, Size(MM), Price, Spread, Benchmark) 

7. If a message (containing one or multiple records) is sent that matches an existing 
schema / folder, then the data is filed in that folder. If the mail does not match, 
then a new folder with a data structure as defined in the message is created. 

8. Records are sortable / viewable just like e-mail now - i.e. by clicking on the 
column titles the- records are-re-ordered -by- that field. 

9. Records (each record has its schema built into the message) can be forwarded to 
other users where on receipt the record will cause either a new folder to be created 
or will group the record with other records if the schema is already in user on the 
recipients machine 

10. Users can originate new messages and schema by completing a spreadsheet type 
grid (which replaces the normal new mail window and is generated automatically 
from the Outlook plug-in) shown in Figure 11. Fields across top, records going 
down, on pressing send an XML message is generated. E-mails are created with 
the body of text being replaced by commands that can generate a grid which a user 
can complete with data. An options part of the message allows the user to specify 
a unique key. Also messages can be created from Excel spreadsheets, with a new 
message being called up based on a selected set of cells, the options part of the 
message allowing a user to specify a unique key. 

11. The super-schema is required to control overall features of communication with 
certain "super-parameters". This is controlled from an "Options" tab in the new 
mail section. Super-parameters are shown below 

a) A new header entry that describes message as a component message, and 
hence deposits the message in a folder not the regular e-mail. 



: - - ~ ; -* — b). 1 Each -'. record- has—an- "Expires- by 1 - -feature - (defaulted 1 to .24 hours) -to - : 
automatically delete old records and "self-clean" the folders 

. .. c) Each record has a specified; '*Read receipt recipient" (e-mail address) tp_sen<L :: 

- ; the read receipt to a user who is not the sender (e.g. if-the original-e-mail- was 
computer generated, but a salesperson would like the read receipt). Read 

.... . " 

message (but Med as ReadReceipts: XXX - where '"XXX'Ms the original 
: : — name-o£the-schema-^ ' 

■"- • ~ d) The overall schema* has a "Schema Persists (Yes/No)" feature to determine 
whether a schema without any records (say, if have all been deleted after 
expiring after 24 hours) still exists as an empty folder or is automatically 
cleared 

e) Allow forwarding (Yes / No) by record will allow users to specify certain 
. . items they do not wa nt forw arded to other users by the first recipient.. 

f) Each schema when defined can be 1 set to have a unique key that is. a 

combination of the. fields of the schema, the sender's e-mail address, read 
. receipt redpimt anAthe subj 

~ — -- the seines-of-drop dp^ra-hoxes (up-to 10 fields can- be combined) to foxm : a 

. unique key/ The check fcqx "Erase previous messages with unique key*' then 
; allows t he sen der to delete previous e-mails they have sent, thereby allowing. 
-->—.;-;--; . A fr*t^dat&^BfffD.el^V& Ins^'^^ation^^^ vv" - 

12. Any messaige sent is stored in a folder called 'Trevious schema 3 ' that alio ws the - 
* . - user to create 'netf message 

previous ^ rec^rd^^d not gen^ating the data, structure / schema from , scratch for 

— . ^ . 13. Within any giyen schema, th e co mplete reco rdset (list of messages in that schema) _ 

'\ . . ..' ■ : ; can W expbrtiea to "excelor comihadeliMted file / J , " . ." V/ : ' . V 

14. Messages can have mmtipie recipients 

15. Normal mouse controls be avaUable on messages 

,16. Messages when clicked open up as would a normal regular" e-mail — this is useful ■ ". 
in.thb case, of large records where irt the folder view, oniy a truncated yie\y of & 
. field's contents are show (e.g. 'Tower interest rates will..." . .could be expanded 
- \yhen the record is ope^^ .. ... ;."V \ 

_ . ; / 17. In ^eJus^.Cl^yi can berre-ord^ed us . 

■ ■ ^_ ^dfag &ldr typ e view ( s hown in. Fig ure 13) t o :li<id"or hide.. 

columiis that the sender has sent, but the recipient is not interested in; Therefore. * 
: ; this allows customisation of the users view of the data, that persists for new 
records matching that Schema .sent at. k later dateV *. The field chooser is_ sliown m\ 
Figure 13-^ 

. 18. The body of each mail seirt shppld start, wi^" some imtagged free text message 
" "-* : saying "To decode this message "download this component irbin" www.V:; ". This- ::- 
is useful in ttielcase of sending the. content to users without the component . 
... installed as it informs them how to get the component as the message is deposited 

iti thdr ^ have the* ~com^ ~ 

untagged, it .is simply ignored* and the message is filed ias described above. 



19. Ability to copy an Excel list into the New Mail, writer detailed in point 10 above 
and Figure 10. The list would need to be in standard grid format (for example 5 
columns x 8 rows) with no blank lines etc. 

20. A spreadsheet plug-in to generate new e-mails DIRECTLY FROM THE 
SPREADSHEET that fit the schema requirements and can be converted to textual 
characters for embedding within the e-mail itself, rather than the known method of 
creating a new mail with the excel file as an attachment An example diagram is 

shown in -Figure 14. - , 

21. Read receipts for messages should be sent at the point of opening the folder in 
which the messages reside - not later when the actual individual records 
themselves are opened. For example if a user had a folder/schema called "Trading 
Axes" with 5 new records sent to it. The folder would display in bold: Trading 
Axes (5). On clicking the folder to view any of the items - all records should be 
marked as read and one read receipt per key omitting the user-defined part of the 
key (see options section of a new mail message, the key is formed by combining: 
sender's e-mail address, read receipt recipient and the subject / schema title and 
any user specified key records) is generated at this point. It is assumed that 
opening a folder equates to reading ALL content of ALL messages. This is 
because individual records are not likely to be opened in many cases - only read 
from the folder view. 

Figures 15 to 21 show the. different process flows which are carried, out during use of 
the present invention to assist in better understanding of the present invention. 

The present invention has a further aspect in that it can be used for implementing 
remote control via e-mail massaging. This is described further below. 

Remote Control via E-mail 

Aims ... . . _ ... .... — ■ 

Using an e-mail with no attachment: 

a) To update a sender-defined database on the recipient' s computer. 

b) To update the functional capability of the applicant's program used with the 
present invention. 

c) To update the executable code of the applicant's program. 

d) To issue commands to the applicant's program. 

e) To issue commands indirectly to other programs. 

Advantages 

Absence of attachment- means; no firewall problems, no virus risk and no action 
required by user (e.g. opening the attachment) 

a) By using standard e-mails single or multiple senders can use e-mail to keep a 
database up-to-date on a recipient's computer without the recipient needing to set 
up rules and/or define the database. This would normally need a separate file 
attached to the e-mail or would rely on a recipient-defined database where the 
recipient has set up rules to run a parsing program to reconstruct structured data 
from the unstructured text of an e-mail. 

b) Would normally require a user-activated download and reinstallation - However 
in the present invention updates received by e-mail and are transparent to the user. 




— . - ••■ Each user may have a different; having the 

same version of the program, 

c) Would normally require a user-activated download and reinstallation - However 
in the present invention updates received by e-mail and are transparent to the user. 

d) Would normally need a direct network link but in the present \invenHon use . 

.:.v.'...-.:. .. existing e-mail linkS.... . "... •.*-:*- :." ■-. - .. 

- e) - Would -normally need a direct network link but in the present invention use • • 

- - existing e-mail links. ; ' v. 

Applications- 

a) '\TiLe'i^Klal)edVdat&ase couid be any data structure or content defined by the 

sender(s). The use of this is as broad as is the use of data. Some examples (hot 
exclusive list): 

• Pricing (e.g.: different Brokers updating bond prices and . availabiUty for 

. cHrats) p '" ... ' * ......... - - - .... 

• . Listings ' : Xe:g;:' mimbeifs" updating mknber^hip directories, with various 

associations)" ...... ... 

News ' (e.g.: Legislators, updating policies, codes and rules with relevant 

~T " : " ;;':^^e^):-",:,:r";-": - ;;t. ~ ~ . ~ : * 

• EDI factions (e.g.; . manufacturers updating pricing and availabiUty 
.. information.with retailers) . ; . 

^^:±.„ :rc^ 

" " si!ati^ : £pr xxi^^saHigadt teaixi^) V. . . ? „ . . : ' , . 

b) To immediately upgrade Ihe program via e-mail, when^ 

. _ .... . ■ considerations dictate either; 1) on a user by user basis or 2) to all users, and either 

iJ - . . . . . . 1) oh a-feature ..b/.ftatumbfms^\b3:2)..a complete upgrade. .Examples of use. (not 

: " ■ 1" : .~ "i^clusiveU^ ■' ;""!7-. ~ . ~>1" 7— .-• ; 

: - 1 - v Toresponc^ : : _ 

" " " r ~v . ' \ #1^ To turn on an^ffiel^^features based oh client payments ' ; _ . ■' '•' ' 

' " ~™~T~^^ "educate" the user 

• T^ : V"- : ™ 
■ run the program,, quantity of dbwnfpad fallowed or amount of processing 

■: . allowed) v V ' \; .'"v *. *v. " \^..'.. " ' 

c) As : b) above to update the ^ not usually practical ' < 

. d) To command the applicant' s program to run certain routines. Examples of use: 

. "'.*/- •'" ■ C?P^?^^y®.^) : '.-V-'* " "• ' " . . . '\ 

^ ~yV -V^^^ : " r \ ^ " "Wr:;-F'>i^-vl."."- -V:: : " 

; ; ; ^^ f 1 —: ?— Ifog-ffle-fodenrora — — - ™.--- . - ' \ ..>.'' ' . ■' ~ — : — 7/ 777 

" v- fe) 'Control of b& and by their clients. 

.. .... . : Examp^ z - .»■..* : f^ . ." — • '--t-- - : . 

•* Distributed idle-time research programs ' " ' " ; , " 

. J ; _ • Adding resources or cre<^ to m^tam^ . .J ^. _ 

• : : Remote control by cHedt to manage offier virtual or physical applications such 

as burglar- alarms, apphances, answer-machines,, lights (assiiming relevant [ 
hardware present) * ... \/ m ' 



Methodology 



Using Structured E-mails or unstructured e-mails, with recognisable characteristics 

a) A "Program-Flow" file (a text file within the Steelhead Application on the 
recipient's PC) instructs the Steelhead Application (see Figure 5) on how to deal 
with data contained in e-mails. Consequently e-mails con tainin g data are 
identified by the Steelhead Application and the data contained within the e-mails 
are automatically exported out of the recipient's e-mail application as CSV, Excel, 
XML or any other standard data structure language into a separate database file on 
the recipient's PC. Similarly, new data contained within new e-mails can 

' automffi'cally "up<iate~OT replace " existing "date "in sucffdafahase "files on "the 
recipient's PC (Figure 5). 

b) Certain features (e.g. menu items) are desigaed and coded in the originally 
distributed program executable, but only operate if appropriate flags appear in a 
Program-Flow file, which can be updated via an e-mail. The consequence would 
be that from receipt of the upgrading e-mail, flags within the Program-Flow file 
would change and the user would see, for example, new menu items, giving 
access to new commands (e.g. filtering, sorting, archiving, data exporting . . .). 

c) An e-mail will be defined as a 'Command' E-mail and a command line 
(encrypted) will be contained in the body of the e-mail. The new version of the 
program is encrypted into alphanumeric format^ and sent as a Command e-mail. 
This is decoded on receipt and saved to disk, to replace the previous version of the 
program, which will run the next time the program is started. 

d) A command line (encrypted) will be contained in the body of the e-mail. The 
Steelhead Application will identify the command line as intended for the 
Steelhead Application and will run that command line on receipt of the e-mail. 

e) As above, an e-mail will be defined as a Command E-mail and the command line 
(encrypted), and the program to which it pertains, will be contained in the body of 
the E-mail. The Steelhead Application will identify the command line as intended 
for another program and will pass that command line on to the appropriate 
program. 

Detail 

a) : Remote updating of database via e-mail. 

The Program-Flow File describes how the data contained within an e-mail is treated. 
The following pseudo-code illustrates the process. 



Pseudo Code 

ChecklnBox 

For Each Message 

If Message. Type = u Data" 
- NewData = Decrypt (Message: Data) 
ParseData NewData 
Save NewData , NewData . DataName 
Else 

End if 
Else 

End if 
Next 



Example: 



-Data , exists on 'TD^arfm^ called ^ - VSalaiies'* to Help - 
Department Manager track the details of temporary staff hired by different agencies 
around the world. For example the original file may be as follows: . 

Department Manager PC / Filename = Salaries (original) 

•Sender,NameTit!e/Age,Address,PostCode,Salary . 

..HR(NY),J. Doe, Mr, 33,1 Anywhere, 10005,28000 

HR^B6ston)7E-Kennedy ? Ghappaquidick-Driver1-2345 ? 350000 : 

HR(London),A. Smith,Ms,25i1 Armageddon,SN9 3AA,22000 



The file is to be updated by HR Department in an employment agency in London "HR 
London" to inform the Department Manager of both; an increase in salary for Ms A. 
Smith and the fact of a new hire of Mr. J. Smith 

wew ^D&ta f rom ^sender "Hrirondon": 



Name. .. Title' Age Address . .Postcode . . Salary . 

A.- Smith - - Ms-. - ' 25-— -X- Armageddon.- - SN9. 3AA . . - ,,25.000 

J. Smith Mr 45 . ■ 45 Jones Drive . . SNl 3AA \ 18000 .- ; 




This data is embedded by HR London in a structured e-mail to be sent to Department 
Manager. .< _ .. \... 



E-mail 






To: j J; ' 
"Froml ; 
"Subjectr 


Department:Manager@dient.com V 7, 
HR.depiartment^ - : . 
—Salar^hange-iand^TOw-hire— - — - - 





This e-maii contaifiis data for your Steeihead software, if you can see this - ' : - 
message, please goto www, steel head . com/downl oad s to download the 
*"- software*- • " : . : V' " . -* 

<steelhead> "* " 4i " • /' • . ' , 

I <senderlicence>2Md739487f9s8377h4himzx</sende^ . 

<mai 1 tiipe>dat a< /mai 1 typ©> 
" ' <uniguerecordlb>Name / Title</uniquerecordID> : 1 • 

.... ■.. . ;j<data> /x'.:;;,' ... . '__ :.. -•«-!•. 

-•" ^dataname>Salaries</dataname>". . v .» •'-. <t *;. t . ;v. '■' \"* • . • 

\ ;_^ . "■ <rbw>. % .' - - ; " • .. • , . '. : . . - _ : 

_ . . .* ,/caction>update</action> ' : -'7 ■ _ «. 

'- ' " v <Name>A; "Smitli</Na2ne> .'**'. * : — . - - 

' <Title>Ms</Title> 

-*-■%-:. * -<Age>25^/Jige>"- v — " • • 7 • * :r - ~ r 7 ;-.■?--■••-.•-*-- 

<Address>l Armageddon</Address> _ , 
\ ' <PostCode>SN9 3AA</PostCode> "* **" ■ " ; r ' jl"."-" 

<Sal*ary>29000<^PostCode> " .**"""' '.'"'"*. "* 
, </row> 

- , -~ - . <action>new</action> : -. ~ ' "'*'-.■ : - V - ■"** : * 

- <Nam'e>Jr-Smith</Name> - - ■* : -V . - ----- - — ' 

<Title>Mr</Title> 

<Age>45</Age> ■ ■• ■ 
<Address>45 Jones Drive</Address> 

. -~--<PostCode>SNl 3AA</PostCode> - . r * -■ 

<Salary>18000< /Postcode ~ 

• </data> .* : - 

<7steelnead>' '•.'"'.•-'-*.. 




The Steelhead Application on Department Manager's PC recognises the e-maU, 
extracts the data and adds the data to an external data file, in this example the e-mail 
changes one record and adds one record to the existing CSV file on the Department 
Manager's PC called "Salaries". The file has now been automatically updated and 
now looks as follows: 

Department Manager PC / Filename = Salaries (new) 

Sender, N arne^itJerAge; AaaFess, Postcode, Salary " 
HR(NY),J. Doe, Mr.33,1 Anywhere, 10005,28000 
HR(Boston),E. Kennedy.Chappaquidick Drive, 12345,350000 
HR(London),A. Smith.Ms^l Armageddon,SN9 3AA.29000 
HR(London),J. Smith.Mr.45,45 Jones Drive,SN1 3AA,18000 

This data can now be shared by any application running on the same network as the 
Department Manager's computer, for example both a spreadsheet calculating the 
annual cost of all temporary staff and a map' plotting the location of all hires. So the 
effect of the one e-mail is to cc update" the data for one or several applications. 

b); Remote switching on and off of pre-programmed features 

The original Program-Flow File is replaced, as a result of receiving an e-mail, with a 
new Program-Flow File. The following pseudo-code illustrates the process. 

Pseudo Code 

LoadProgramFlowFile 

ChecklnBox 
For Each Message 

If Message. Sender = * upgrades@steelhead.com" 
If Message. Subject = * Program-Flow Update* 
" NewFileData = Decrypt (Message. Body) 

. . SaveProgramFlowFile.. (NewFileData )„ _ . „ « _ . . 

LoadPr ogramFl owFi le 
klse 

End if 
Else 

End if 
Next 



Example: 

The following is a potential Program Flow file on the recipient's PC 

[ Program-Flow File (original) j 

j [menus 3 i 

j Delete = True j 

i Sort = False j 

! Filter =» False i 

| [authorisation) | 

| ExpiryDate = 31/12/2002 J 

i CheckLicense = False j 

! EnforceExpiry = False i 

j AllowSending = False ! 

| [windows] J 

i AllowMultipleWindows = False i 



on 




An e-mail is.received toy the recipient updating thefeogram-Plow 



• 


E-mail 




To: . user@ciient.com 

From: - upgrades@steeihead.com 

Subject: ' Program-Flow Update 


[menus] 

Delete = False' , 




— Archive^ .Txue ■- 

Sort = True 
Filter = True 






[ authorisati on] 
JExpiryDate = 31/12/2002 
CheckLicense = True 
EnforceExpiry = True 
AllowSending = False 

..[windows] . . 

- AllowMultipleWindows True- ■ - - \- ; ■ •*„ ~- ' 



-The Program-Flow file is -updated oa the reeipient4PG 



i pr^gram-Flpw File (new) 

_{-:-.[-menug«] — — -a — •'. -- -- " " — -— — 
■ Delete = False' ' 
i - Archive True -_*. , " 
I Sort " = True ' 
j Filter = True 

| -[authorisation] - - 
- i :E3cpiryDate"= v 31/12/2002' 
" \ CheckLicense-. = True ■ 

J" EnforceExpiry" =, True 

••^l^owSendincr"^- False — :~ 

I * ■ ; • ' 

" i., [windows \ , \ 7/ ~~~ 
{-.AllowMultipleWindows = True 



"As" a consequence, wlien tte Application pro-am is opened' the Right Hand mouse 
click menu would have changed as illustrated, how giving access to .new features: 



Okiginail M^hu 



NeiwMenu 




c): Remote updating of program code - - - 

The original exectuable is replaced, as a result of receiving an e-mail, with a new 
"exera^ V . . . • / 



Pseudo Code 

[Shell Program] 

If FlagToLoadNewExeOnStartup 

Replace MainProgram with TemporaryExe 
End If 

Start MainProgram 

[Main Program] 
ChecklnBox 

_For_Each_Message. . 

If Message. Sender = w upgrades@s tee lhead.com" 
If Mess age. Slab ject = *Full Update* 
NewFileData = Decrypt {Mess age. Body) 
Save NewFileData as TemporaryExe 
Set FlagToLoadNewExeOnStartup 
Else 

End if 
Else 

. End if 
Next 



The e-mail might look like this: 



E-mail 

To: user@client.com 

From : upgrades@steel head .com 

Subject: , Full Update 



Vhdiofuynvlsvhn3'9 87 593 e 87nsk 
Vhsdh j f577120n394 5nbkshh9 3 nb 
D j eu3 4 8 5 7 9ene'9 7 5 6bnseoodh9 3nr 
Do ndieury tnowiun39_9 3 7 9J7 Oudnsk 



The program is instructed to replace the entire code of the executable with the new 
code contained within the e-mail 



d): Remote issuing of commands to the applicant's program 

Commands, such as turning on a logfile or sending an error report, can be executed as 
a result of receiving an e-mail. The following pseudo-code illustrates the process. 



oo 



.- 


Pseudocode .. . 

ChecklnBox . 

For Each Message - - ,z.:. : S. 

If Message . Sender = * commands @steelhead J com" 
" - "*~CommandData~= Decrypt '(Message. Body) 

Get Command and Parameters from CommandData 
-if. Message-. Subject » *Steelhead?- — * - - *."--.;.. 

. .^Select -Command ..1,., 1— ... — » — A— * — -■- 

LrOGFILE : 

ItogFileOutput (paraml, param2)") 






ERROKRKPUKT : 

Send E-mail- (~errorreports@steelhead.com", ' 
Errorreport (paraml ) ) 

3ACKUPFIIiES : 

- End Select 
Else . 

' End if " 
Else. 

- End- if - - ' - • «- 

• Next... . ' ' ' 




- Example :.' "~ ~" *-". : - - • . - - - ---- - ----- . 

.A sample^ -.r^:-— ,- -,. 
dataatidto^ 








tor : ±~ \ - - v user@client.com - :.-rr.v-, ... 
From: ----- 7commands@steeIhead.com v y;';';. *;**" 
Subject . •_: 'Steelhead _ 1 ]' V 1_121. . . 








BACK0PFILES DATA, temp Ida t" ' ' 

TESTDATA. temp da t, errors .log - ; - *- : ' r . 





This cxmld also be achieved by a. structured e-mail, tibfe structured part being nprmally. 
encrypted (to prevent ^ tampering):. . _ lv .**.. . - 




E-mail 

To: 

From: 

Subject: 



user@client.com 
system@steelhead.com 
Irrelevant Title 



This e-mail contains harmless instructions to your Steelhead software. If 
you can see this message, please goto www.steeihead.com/downloads 
Joxiownload.tfie software 

<steelhead> 

<senderlicence>83 7isn2 855ns 0d92 5n3 0</senderlicence> 

<mailtype>steelhead command</mailtype> 

<data> 

<command> 

<name>BACKUPFXLES</name> 
<par aml>DATA< /paraml> 
<param2>temp . dat</param2> 
</command> 
<command> 

.<name>TESTDATA</name> 
<paraml>temp . dat</paraml> 
<param2>errors . log</param2> 
</coiranand> 
</data> 
</steelhead> 



The Steelhead Application recognises the command as intended for itself and executes 
a back-up and sends an error log. 



e): Remote issuing of commands to other programs 

A command for another program can be contained in an e-mail, either structured or 
not -The follo\^g-pseudo-code-iUustrates^the-process - - 



Pseudo Code 

ChecklnBox 

For Each Message 

If Message. Sender = *commaiids@s tee lhead.com" 
CommandData « Decrypt (Message. Body) 
Get Command and Parameters from CommandData 
If Message. Subject a ^steelhead" 

Else 

Execute (Message. Subject) with Command and Parameters 

End if 
Else 

End if 
Next 



Example: 

A sample e-mail with a command instruction to another application, in this case a 
Home Alarm system, to turn on lights in the garage 



OA 











. , „ . . . „ . . . . . 




— . ... b - :,. 




E-mail 




... 


Tp:f .user@client.cpm 

From: commands@steeJhead.com 

subject. . . . nomeoecunty.exe_ . _ *. 






HOME 'SECURITY ~ IiIGHTS GARAGE ON ;NOW * - 

IVT.7VT3M mW* 1/1 £ 











This could also 1)6 achieved by a structured e-maH,J^ part being normally 

enacted (to prevent ^ 



E-mail 



To: user@client.com 
From: system@steelhead.com 
Subject: .Instructions, for HomeSepurity., 



If you can see this message, please goto www.steelhead .c om/downloads 
to download the software. 



<steelhead>- . - \" - • 

■ <senderlicence>jf 89f jds72938f s09983gnsk</senderl±cence> 

* <mailtype> external command</mailtype> 

7 <progxam> J -- -y ' V ' " " " -~ ~~ ~* s *~*~ 1 ~ 

. <naine>HomeSecuxlty.exe</naine> 
<connriand> ' , --- . 

<name>LIGHTS< /name> _ . . • , 

• <paraml.jaame= B location ff >GARAGE</para^> 
'.<pai-airi2 na^=*state*>0N</param2> . " ' 
' ; \ L <E>BXam3 Tiame=f-time7 >N0W<yparain3 >_■• ' .\ 7 \ ' ... . _ 
';. ,</coirimand>' - — '1;1„" ^ .■ 

. </pi*bgram> ■ ' ' " " • 

</data>_ '. ■_ 1 

</stee!fiead> - ' "*- '"'"T"' 



The Steelhead Application., recognises the command as intended for the Home 
• Securiity System and passes. a command line to the appropriate API to. instruct the 
Home Security Syst^ 



appreciated that thfc ejoabod^ents m 

and modifications- such;as^riU\occur to.those -possessed of the appropriate knowledge ~ : 
tod.skills may be made without departure from the spirit and scope of the invention as 
set* forth in the 5 appended; .'claims; For. example/ the present: embodiments: have 
described Jhe. use ofXlVDL Mserted wiflain. an e^^ ? howey^^ 

could-also be employed such as using a name equals value approach which- would be a- 
new way of defining a data structure in text. ..•*'• 
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Sender creates XML structured e-mail 



Sender transmits structured e-mail 
to reciDients' email address 



Structured e-mail stored at e-mail server 



Recipient dials in to pick up his e-mails 



Structured e-mail downloaded to 
recipient's Outlook e-mail inbox 



XML" schema read from structured e-maii 
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previously, stored schemas-. . 



New folder created 



..New schema associated " 
—withnew-folder-and-store- 



Present e-mail filed in 
I new folder 




: Presente-mail stored in 
— cornespondihg_folder_ 





FIGURE 3 



<SCHEMA> 

• — - ^cFiEtD1Type-="tescf >Ticlri3r^/FIEt[3l> •- 

<FI ELD2 Type ="texf >Coupori</FIELD2> 

. <F1ELD8 Type ="text">Last Updated</FIELD8> 
. <TABLEKEY> - 

• <Ticker> '.. ' ' . • 

<Coupon> 
<Maturity> 

etc 

</f ABLE. KEY> 
</SCHEMA>. 



. <DATA> . .,, • • - • 

<RECORD1> 
- vr.v - — <Ticker>BSNSA^/Ticker? • 

<Coupon>5.625</Coupoh> etc.. 
.'. . <;/RECORD1^ .. 



.... <RECORD2> etc 

</DATA> 



FIGURE 4 
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This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 



Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 

□ FADED TEXT OR DRAWING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 



□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 
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